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As a result of the earthquake that struck Eastern Japan

and as Japan found itself in a difficult situation, our

settlement transactions such as our fund transfer serv-

ices and automatic debit transactions were malfunc-

tioned as a result of our group's computer system fail-

ures. We would like to reiterate our deepest and sin-

cerest apologies to all of our customers and to every-

one who have experienced any inconvenience caused

by the failures.

In connection with these computer system failures,

our group has been undertaking an investigation of

the causes and establishing preventive measures.

Along with an on-site inspection by the Financial

Services Agency, our “Special Investigation Committee

on System Failures,” an independent third-party

committee, has been investigating the causes as well

as evaluating and suggesting on the validity of the

preventive measures.

Based on the above, we are announcing the fol-

lowing framework regarding improvements and

counter-measures. 

Our group is responding to the computer system fail-

ures with the utmost seriousness, and all officers and

employees of our group will strive to restore the confi-

dence of all of customers as well as society as a whole.

I. Analysis of the Cause of the Computer
System Failures

Summary and Analysis of the Causes of the
Computer System Failure
(1) The initiation of the recent computer system

failures
The computer system failures were initiated by the con-

centration of a large number of money transfers to spe-

cific accounts, namely to donation account “a” of com-

pany A on Monday March 14 and to donation account

“b” of company B on Tuesday March 15, in connection

with the major earthquake that struck Eastern Japan on

Friday March 11, 2011, which led to the abnormal ter-

mination of overnight batch processing.

Following this occurrence of abnormal termination

of the overnight batch processing, in spite of the

implementation by Mizuho Bank (MHBK) of measures

to restore the system, a series of overnight batch

processing transactions were unable to be completed

by the time of opening of our branches for business

the following day. On both days, the overnight batch

processing was interrupted and we undertook to con-

duct daytime processing of the batches (referred to

below as a “DJS switch”). Accordingly, the ordinarily

automated system was switched to manual operation,

resulting in a need to conduct a massive number of

manual procedures. As a result, a great number of

exchange transactions were not transmitted and

human errors that accompany manual procedures

occurred, and on the following day the opening of our

branches for business was significantly delayed and our

ATMs were shut down.

After Wednesday March 16, unprocessed overnight

batches accumulated, and many human errors due to

manual procedures continued to occur, resulting in the

expansion of the scope of impact of the computer sys-

tem failures. Therefore, in order to retain system

resources and execute the accumulating overnight

batches, we imposed certain limitations to the use of

our ATMs and direct customer channels. Nonetheless,

unprocessed batches and transactions continued to

persist due to a lack of processing time and human

errors. Furthermore, the computer system failures

caused a significant number of secondary phenomena

that impacted our customers, such as the partial inabili-

ty to provide transaction records.

(2) Analysis of the causes
A. Deficiency of our system functions

i) Units of system processing in the event of a

concentration of a large number of transactions

The allocation of overnight batch processing in cir-

cumstances that involve a large number of transac-

tion records, which was the cause of the abnormal

termination, had been conducted in excess of the

data ceiling due to the processing of all of the rele-

vant account's transaction records as one lump,

instead of conducting them within the data ceiling

as we should have. 

ii) System operation functions in the event of pro-

longed overnight batch processing

When a DJS switch occurs, the remaining overnight

batch processing must be conducted manually, and

the process requires massive manual labor.

Furthermore, because the preparation and transmis-

sion of exchange transaction data are conducted in

one lump after the overnight batches, the transmis-

sion of the exchange transactions was delayed. We

had not previously considered counter-measures.

Causes and Plans for Improvements and Counter-measures Based on
the Recent Computer System Failures
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B. Deficiencies in systems risk management which

led to the inability to prevent the failures

i) Periodic risk evaluation of the system in operation

The verification of the level of the data ceiling was

included as part of the management items for self-

inspection of systems risk (“Systems Risk CSA”) and

was subject to regular inspection. However, the list

of inspection items in the inspection sheet did not

include the data ceiling related to transaction

records in overnight batch processing, which was

the cause of the computer system failures.

Also, reviews of the systems risk inspection items

had not been conducted.

ii) Evaluation of risks associated with the introduc-

tion of new products

The Systems Division should have designated testing

procedures for non-functional matters (such as mat-

ters of process capacity, security matters or the han-

dling of system failures, etc.), which tend not to be

included in matters brought up by the “user side”

of MHBK, as well as considered the evaluation

methods for risks associated with new services that

do not require system development.

In this case, it was not clear where to address

enquiries from the user side to the Systems Division

when a massive number of exchange transactions

are expected as in the present case.

C. Deficiencies in crisis management capabilities

during the restoration process

i) Crisis management capabilities

In connection with the handling of these system fail-

ures, the Systems Division and management both

were unable to make appropriate decisions due to

insufficient consideration of the worst-case risk sce-

narios that could be contemplated at the time,

which was caused in part by lack of sufficient infor-

mation. Also, there were deficiencies in the line of

communication between MHBK and Mizuho

Information & Research Institute (“MHIR”).

Furthermore, a central function was lacking at

MHIR, and this led to a continuation of a situation in

which it was difficult to grasp the entire situation.

One of the causes of the inability to swiftly remedy

the confusion due to the lack of a central function

was the lack of clarity regarding the chain of com-

mand during crises.

ii) Deficiencies in scenario assumptions

The computer system failures were initiated by the

abnormal termination of the overnight batch pro-

cessing in its early stage, but there were no contin-

gency plans in place that contemplated this scenario.

iii)Deficiencies in the effectiveness of the protocol

manual

The protocol manual that was used in response to

the computer system failures did not take into con-

sideration the amount of time required, and as a

result, the decisions to undertake certain tasks were

effected on the basis of incorrect estimations.

Also, we failed to consider the risk of improper

payments and customer communication with

respect to the business contingency plan that relates

to extraordinary payments and the cancellation of

duplicated remittances.

D. Deficiencies in management administration and

auditing

i) Planned training and appointment of human

resources

We lacked human resources with the ability to ana-

lyze the effect of an event on the overall accounts

systems or plan the restoration of multi-layered sys-

tem failures. Also, through this series of system fail-

ures, we lacked management personnel with the

ability to oversee the system in its entirety and take

charge in a multi-layered system failure situation.

We also lacked the viewpoint of developing such

human resources through training.

As for the Systems Division, there was a lack of

visualization of the specifications for long-term sta-

ble systems operation and such methods were not

sufficiently passed down to successors.

ii) Effectiveness of auditing

The systems auditing on STEPS was insufficient, our

group's audit structure had problems and we failed

to sufficiently utilize external audits.
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II. Clarification of Responsibilities
In connection with the unprecedented crisis caused by

the earthquake that struck Eastern Japan, it was

extremely regrettable that we were not able to fulfill

our mission as a financial institution to “protect the

bloodstream of the economy.”

Due to the recent computer system failures, our set-

tlement transactions such as fund transfers and auto-

matic debit transactions were malfunctioned, and

deposits to the accounts of corporate and retail cus-

tomers, including other banks' customers, were

delayed, and our ATMs, various EB services and Mizuho

Direct services were shut down, causing a great incon-

venience to many customers and the society at large.

Following the 2002 systems failure, this is the sec-

ond time that our systems failed, and we are deeply

sorry for having had made such a serious impact on

our country's financial system.

As we take to heart our responsibility in connection

with the recent computer system failures, we have pre-

pared a separate attachment clarifying the responsibili-

ties (released on May 23, 2011).

III. Plan for Improvements and Counter-
measures Based on the Computer
System Failures

Our plan for improvements and counter-measures,

based on the Financial Services Agency inspection and

the findings of the “Special Investigation Committee

on System Failures,” is as follows.

Improvements and Counter-measures Regarding
the Defectiveness of System Functions
1. Reorganization of large volume data pro-

cessing capabilities
In order to avoid and alleviate the risk of abnormal ter-

mination of book-entry in our deposit center that results

from massive data amounts, we intend to implement

the following counter-measures. (Some of the counter-

measures have already been implemented.)

A.Review, management and enforcement of proce-

dures for accounts likely to be subject to a large

number of transactions

> Regarding the bank accounts for which a large

number of transactions is anticipated (i.e., more

than 1,000 transactions per day per account), the

creation of a procedure for prior consultation with

headquarters.

B. Review of the data ceiling relating to centralized

book-entry at our deposit center and monitoring of

large data

> We have increased the data ceiling related to the

centralized book-entry at our deposit center, and

we have constructed a system under which, for

example, with respect to accounts with the possi-

bility of a large amount of transactions, the num-

ber of transactions will be confirmed prior to

book-entry, and where a large amount of transac-

tions is detected, book-entry will be conducted in

an integrated fashion and transaction records will

be delivered to the customer separately.

C. Improvement counter-measures of the design and

methods for centralized book-entry at our deposit

center

D.Establishment of data ceiling-conscious operation

and risk management, each based on the type of

product

E. Establishment of procedures related to automated

operation of centralized book-entry at our deposit

center

F. Measures to be taken in the event the centralized

book-entry needs to be operated manually

2. Unification of Business Infrastructure
(1) Full unification of IT systems (development of

the next-generation IT systems)
> Unify the core banking of MHBK, Mizuho

Corporate Bank (MHCB) and Mizuho Trust &

Banking (MHTB) on the new IT system platform.

> Accelerate the development of the next-generation

IT systems and complete the establishment of the

new IT system platform by around the end of fis-

cal 2012; thereafter, successively release the com-

ponent systems, including the deposit, remittance,

loan, foreign exchange and trust business sys-

tems, by around the end of fiscal 2015 and also

release systems related to core information

management.

> Consider the full unification of the system plat-

form for all of the banking businesses, including

the customer channel systems as well as those

related to the core banking systems and the infor-

mation management systems, as the final struc-

ture of the next-generation IT systems.

Causes and Plans for Improvements and Counter-measures Based on 
the Recent Computer System Failures
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> Place greater emphasis on “stability” and “relia-

bility” with respect to the development of the

next-generation IT systems.

(2) Unification of operations
> Unify operations of the banking businesses of

MHBK, MHCB and MHTB, taking into considera-

tion firm and efficient operational management

before the development of next-generation IT sys-

tems and smooth transition to such systems (to be

implemented by around the end of fiscal 2012).

> Promote unification of the operating procedures

within branches and business flow of MHBK,

MHCB and MHTB, and accelerate the concentra-

tion of operations within branches in the same

regions, including the Regional Business

Promotion Divisions, to MHBK, and the implemen-

tation of unification of operational centers.

> Accelerate early unification of ordinary deposit

and ATM services between MHBK and MHTB, in

addition to the consolidation of housing loan

business into MHBK, which has already been

implemented, as a means to realize the elimina-

tion of overlapping of the group's common busi-

nesses. We are also considering a similar opera-

tional unification of MHCB's business.

Preventive Improvements and Counter-measures
Regarding Deficiencies in Systems Risk Manage-
ment Capabilities
A. Improving the level of our Systems Risk CSA

> Determine permissible amounts of transaction vol-

ume based on product and enforce the monitor-

ing of the evaluation of the appropriateness of

systems specifications and data ceilings related to

such amounts

B. Improving the level of our systems risk evaluation in

connection with the development of new products

and services.

> We intend to implement an effective system eval-

uation system that takes into account factors such

as changes in environment.

Improvements and Counter-measures Regarding
Deficiencies in Crisis Management Related to
Restoration
(1) Improvement of the response mechanism upon

the occurrence of a crisis
A.Review of the bank structure in a crisis

> Review of the role of the relevant department,

implementation of a reform of internal regulations.

B. Communication of information and review of common

flow immediately following the occurrence of a crisis

> Implementation of details of the first steps and

responses during a crisis.

C. Implementation of management training regarding

crisis management

D.Verification of efficacy through all-bank training for

system failures

> Through training, verification of the effectiveness

of crisis-time bank structures and the information

communication and common flow immediately

following the occurrence of the crisis.

(2) Improvement of the system contingency plan
A.Review of the system contingency plan

> Evaluation of the risks inherent in the existing

systems.

> Expand number of hypothetical scenarios.

> Preparation of system restoration manual.

B. Clarification of the content of the system contin-

gency plan

> Review the content in light of effectiveness in collab-

oration with the group companies to which devel-

opment and administration has been delegated.

C. Implementation of training to raise the effectiveness

of the system contingency plan

> Conduct training to evaluate the effectiveness of

the collaboration between the banks and the

group companies to which development and

administration has been delegated and the system

contingency plan.

(3) Improvement of the business contingency plan
A.Review of the business contingency plan

> We will revise the content to include more detail

regarding explanations to customers and proce-

dures for each local office, etc.

B. Enforce knowledge of items requiring special atten-

tion upon the commencement of the business con-

tingency plan
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C.Make each local office aware of the business contin-

gency plan and conduct training

> We will conduct training on settlement operations

as they have a significant effect on our customers,

and we will evaluate the effectiveness based on

the opinions from the local offices.

(4) Customer relations / public relations, etc.
Newly establish “Improvement in Information

Transmissions PT (tentative name)”

We will organize information transmission sys-

tems for the prompt and appropriate release of

information to various stakeholders.

> Giving proper instructions to branches based on

accurate information, as well as providing infor-

mation on our homepage. 

> Understanding, analysis and response, considera-

tion of improvement plan relating to complaints.

In addition, we will respond fairly and appropri-

ately with respect to the assumption of costs, such

as actual costs and damage compensation, caused

by the recent computer system failures.

Improvement Plan for Deficiency of Business
Administration and Auditing
(1) Improvements in personnel training and appro-

priate human resources allocation
A.Review of functions allocation among the banks' IT

departments, development companies and opera-

tion companies

> We will execute proper allocation of development

promotion functions and operation functions in

relation to systems.

B. Create a framework to train personnel that are able

to properly respond to crisis situations

> We will create a framework to train personnel who

will be at the core of our system management.

C.Carry out a well-planned training program that

leads to stronger human resources

> We will plan and execute multiple-layered training

to strengthen our human resources, including suc-

cession of know-how and skills.

D. Establish procedures to convene experienced per-

sonnel in a crisis situation

> We will create a framework to convene personnel

with experience in systems development and

other personnel knowledgeable in systems during

crisis situations.

E. Review procedures that will effectively function dur-

ing crises

> Review collaboration procedures during crisis situa-

tions between the bank and group companies to

which development and administration is delegated.

(2) Improvement of effectiveness of auditing 
> Mizuho Financial Group's Internal Audit Division

shall, together with MHBK's Business Audit

Division, audit the improvement and progress at

the MHBK business functions.

> Review potential risks, etc., in the existing system

and its operation and administration.

> In addition to the above, consider whether to uti-

lize external auditors.

IV. Measures Conducted after the April
2002 Computer System Failures

In April 2002, large-scale system failures, such as delays

in processing automatic debit transactions and ATM

failures, occurred in connection with the systems inte-

gration at the group and caused extreme inconvenienc-

es to our customers and many others.

Through such experience, based on our realization

that the cause was due to lapses in project administra-

tion, such as “insufficient tests, rehearsals and other

preparations,” and “issues concerning administration

of our system integration project,” we had developed

“improvement and response measures.”

We believe that the prevention of system failures

upon the release of new projects based on the

strengthening of IT governance centered on the IT

Strategy Committee, the successful implementation of

the systems integration project in 2004 as a result of

the strengthening of the project administration system

that included the enhancement of risk evaluation and

project evaluation, the release of large-scale develop-

ment projects (new automatic debit transactions sys-

tem, new comprehensive fund transfer system), low

levels of disorder occurrences, as well as the progress in

developing the next-generation IT systems on schedule,

were all the result of the lessons learned in connection

with the large-scale system failures of 2002. In addi-

tion, with the integration of all systems-related group

companies and divisions into one systems affiliate,

MHIR (in 2004) under the initiative to “establish highly

productive system development system through the

enhancement of cooperation within our group,” which

Causes and Plans for Improvements and Counter-measures Based on 
the Recent Computer System Failures
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was one of the improvement and response measures,

we believe that the integration of the systems functions

including within MHIR accelerated and led to the stan-

dardization/unification of our business operations.

As described above, our sincere efforts in implement-

ing the improvement and response measures after the

computer system failures in 2002 led to the develop-

ment, etc., of a reliable project administration system.

However, due to our reliance on the stable long-term

operation of our existing operating system with low

levels of disorder occurrences, we were lacking in our

review of our capabilities in the event of large-scale

system failures, such as insufficient review of massive

data processing capabilities and contingency plans as

well as insufficient implementation of effective training.

Also, we did not have human resources that could

“grasp the overall situation concerning system func-

tions and the relationships with other systems and give

the most appropriate instructions” or that “have the

necessary know-how and skills to grasp the facts

behind system failures and to restore the system,” and

this resulted in the expansion and prolongation of the

adverse effects of the system failures.

V. Measures to Restore Confidence
Please refer to Actions to “Restore Customer

Confidence.” 

*This item is written based on “Causes and Plans for Improvements
and Counter-Measures based on the Recent Computer System
Failures “ which MHFG and MHBK released on May 23, 2011.
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Actions to “Restore Customer Confidence”
—Transformation into “One Bank” Substantively and Consideration in Future of Integration by Merger, etc.—

Bearing the recent computer system failures in mind

and with a strong resolution to prevent its recurrence,

we announce the following actions to be implemented

by Mizuho as acceleration initiatives of “Mizuho's

Transformation Program” (the “Transformation

Program”) in order to restore customer confidence.

1. Actions to Restore Customer Confidence
The core philosophy of the actions to restore customer

confidence is a thorough implementation of the “cus-

tomer first policy.” As the first step, Mizuho has decid-

ed that it will further strengthen the unified manage-

ment of the group through substantial consolidation

and unification of its “management structure,”

“human resource management” and “business infra-

structure,” and substantively transform into “one

bank” with a view towards integration by merger, etc.,

in the future. In other words, we aim to realize opti-

mization for the entire group, to invigorate the organi-

zation and to improve group management efficiency

through the strengthening of group governance, full

integration of human resource management and unifi-

cation of business infrastructure. By further unifying

management structure and improving its efficiency

through, among other things, consolidation of overlap-

ping corporate management functions into the holding

company's organization, and thoroughly implementing

rationalization to eliminate complacency and inefficien-

cy through the unification of operational processing

and IT systems, Mizuho will focus all of its energy on

“customer-oriented” services.

2. Summary

•Substantively transform into “one bank” and

consider integration by merger, etc., in the

future.

• Strengthening of Group Governance

Further strengthen group governance through

clearly identifying the position of the Group CEO,

strengthening the independence of the advisory

bodies to the Board of Directors, and unifying the

corporate planning and management units.

• Full Integration of Human Resource Management

Realize assignment of the right person in the right

position and flexible deployment of personnel and

invigorate the organization of the group through

full integration of the functions of the executive

officers in charge of human resource manage-

ment and the existing Human Resources Divisions.

• Unification of Business Infrastructure

Drastically improve group management efficiency

through unification of operations and full inte-

gration of the IT system platform for all of our

banking businesses.

3. Details
(1) Strengthening of Group Governance
(a) Clearly identifying the position of the Group CEO

• Clearly identify the President & CEO of Mizuho

Financial Group (MHFG) as the “Group CEO

(Chief Executive Officer).”

(b) Strengthening the Independence of Advisory

Bodies to Board of Directors

• Change the structure of the Nominating

Committee and the Compensation Committee so

that outside members constitute the majority, as a

means to strengthen the independence of these

committees.

—Change from the current six (6) member com-

mittees, each consisting of three (3) outside and

three (3) in-house members, to four (4) member

committees, each consisting of three (3) outside

and one (1) in-house members (President & CEO

of MHFG).

(c) Unification of Corporate Planning and Man-

agement Units

• Aim to conduct the unification by changing from

the current structure of placing three (3) executive

officers separately in charge of MHFG, Mizuho

Bank (MHBK) and Mizuho Corporate Bank

(MHCB) to a structure under which MHFG's exec-

utive officer in charge in principle serves concur-

rently as the executive officer in charge of each of

MHBK and MHCB.

• With respect to IT System Divisions, an executive

officer of MHFG will be in charge of overall IT

governance and next-generation IT systems, while

MHBK's and MHCB's executive officers in charge

will be respectively responsible for stable opera-

tion and risk management for the IT systems of

the bank subsidiaries.
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(2) Full Integration of Human Resource Management

• Full Integration of Human Resource Management.

• Establish a structure in which the executive officer in

charge of MHFG's human resource management

serves concurrently as the executive officer in charge

of each of MHBK's and MHCB's human resource

management, and the existing Human Resources

Divisions are integrated into that of MHFG, for the

centralization of responsibilities across the group.

—Fully integrate the human resource management

by changing the current structure of “three exec-

utive officers and three divisions,” in which each

of MHFG, MHBK and MHCB has its own execu-

tive officer in charge of human resource manage-

ment and Human Resources Division, into a struc-

ture of “one person and one division” in which

only the executive officer of MHFG is in charge of

human resource management and the Human

Resources Division of the group.

• Invigorate the organization by realizing the manage-

ment of the group-wide human resource portfolio

and thoroughly implementing the assignment of the

right person in the right position and flexible deploy-

ment of personnel.

(3) Unification of Business Infrastructure
(a) Unification of Operations

• Unify operations of the banking businesses of

MHBK, MHCB and Mizuho Trust & Banking

(MHTB), taking into consideration firm and effi-

cient operational management before the devel-

opment of next-generation IT systems and smooth

transition to such systems (to be implemented by

around the end of fiscal 2012).

• Promote unification of the operating procedures

within branches and business flow of MHBK,

MHCB and MHTB, and accelerate the concentra-

tion of operations within branches in the same

regions, including the Regional Business

Promotion Divisions, to MHBK, and the implemen-

tation of unification of operational centers.

• Accelerate early unification of ordinary deposit

and ATM services between MHBK and MHTB, in

addition to the consolidation of housing loan busi-

ness into MHBK, which has already been imple-

mented, as a means to realize the elimination of

overlapping of the group's common businesses.

Consider a similar operational unification of

MHCB's business.

(b) Full Unification of IT Systems (Development of

the Next-Generation IT Systems)

• Unify the core banking systems of MHBK, MHCB

and MHTB and develop the next-generation IT

systems on the new IT system platform.

• Accelerate the development of the next-generation

IT systems and complete the establishment of

the new IT system platform by around the end of

fiscal 2012; thereafter, successively release the

component systems, including the deposit, remit-

tance, loan, foreign exchange and trust business

systems, by around the end of fiscal 2015 and

also release systems related to core information

management.

• Consider the full unification of the system plat-

form for all of the banking businesses, including

the customer channel systems as well as those

related to the core banking systems and the infor-

mation management systems, as the final struc-

ture of the next-generation IT systems.

• Place greater emphasis on “stability” and “relia-

bility” with respect to the development of the

next-generation IT systems.

4. Strengthening of Customer Contacts
We will endeavor to increase the number of officers

and employees in charge of customer services by

streamlining and rationalizing the corporate planning

and management functions, including the further unifi-

cation of corporate planning and management units

and integration of human resource management men-

tioned above.

As previously announced, we will accelerate the

deployment of approximately 1,000 staff to the marketing

front-line and strive to strengthen customer contacts to

restore customer confidence.

5. In Closing
Approximately one year has passed since our

announcement of the Transformation Program in the

previous fiscal year, and we have made encouraging

progress in steady enhancement of three capabilities,

i.e., “profitability,” “financial base” and “front-line

business capabilities.”

However, through the recent computer system
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failures that we experienced, we have become seriously

aware that implementation of further proactive and

self-disciplined transformation is necessary in order to

become “the Most Trusted Financial Institution” which

we have raised as Mizuho's future vision. Therefore,

we have decided to substantively transform ourselves

into “one bank” by accelerating the implementation of

the Transformation Program.

Under the strong commitment of our management,

we are thoroughly implementing the “customer first

policy” by encouraging officers and employees to

change their mindset and restructuring the corporate

culture, while thoroughly re-examining our manage-

ment infrastructure ranging from the organizations and

structure, human resource management to operations

and IT systems. Furthermore, we will endeavor to fulfill

our public mission as a financial institution. As

described above, we will revitalize “Mizuho” through

both the management infrastructure reform and the

change in mindset, and all officers and employees of

our group will strive to restore the confidence of all of

our customers as well as society as a whole.
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